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The expertise needed to build
and maintain trusted, compliant
and effective AI programs
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Al Risk Management

Al adoption is surging but so are its challenges:

With a patchwork of international laws, varying state laws, and
increasingly mandatory Al governance regulations, companies need

clarity on how to effectively incorporate industry standards like NIST

Al RMF and others.

Increasing business risk due to Al-based automation informing

business decisions at scale

Trust imperatives for Al applied in consequential decisions requiring

fairness, transparency, and accountability

Emerging security threats like LLM injection attacks and data leakage

Kroll helps design and implement compliant,
trustworthy, resilient, and secure Al governance
programs and systems

We offer services across the following phases of the customer lifecycle to

provide comprehensive support across your Al Risk Management journey:

Advise - Assess your current Al Governance program for alignment

with legal requirements and industry standards, identifying potential
gaps, and quantifying programmatic risk

Transform - Implementing sustainable controls and programs to

transition to more efficient Al risk management processes

Operate - Managed Al program and monitoring services so your

business and program remain compliant, efficient, and proactive

Strengthening Al
Governance

Ungoverned Al increases
business, legal, and
regulatory risk

We help design and
execute defensible Al
governance programs in
line with current and
emerging laws and
industry standards,
increasing trust and
reducing legal exposure

Improving Al
Transparency & Trust

Lack of transparency
and explainability erodes
stakeholder trust and
slows Al adoption

A well governed Al
lifecycle allows for more
explainable uses, and

our training and
communication programs
ensure stakeholder
understanding and
increase trust

Post-deployment
Monitoring

Lacking the tools and

expertise to effectively
monitor and govern Al

infrastructure post-
deployment

Kroll offers continuous
monitoring of Al systems

to track compliance,
governance, and risk
mitigation on behalf
of clients

Certifled
Al Governance
Professional

AIGP

lappal

Stay compliant with evolving Al
laws: Design a resilient Al
governance program that complies
with current laws and anticipates
future regulatory changes

Simplify Al governance: Simplify
and automate Al governance with
evergreen processes that ensure
continued compliance and
efficient execution

Reduce risk throughout the Al
lifecycle: Early assessment of models
and use case ideas, through continuous
monitoring of deployed models will
ensure compliance, security, and
performance at each stage

Accelerate Al Strategy: Meaningful
Al governance can increase visibility to
Al deployments, reduce redundancy,
and allow focus on high priority and
high risk use cases, allowing faster
—and safer—Al adoption

Managed Program
Execution

Lack of expert resources
to operationalize Al
governance day-to-day

Kroll provides

the technical and
programmatic expertise
to managed your entire
Al governance program
end-to-end, integrating
seamlessly with your
business
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Al Risk Management Sel

Advise VRS Transform <4 Operate
Al Program & Model Al Governance Technology Al Model Intake
Risk Assessment Implementation & Inventory
. . . Annual Program &
Al Program Design LLM Security Testing Al Risk Assessment
Al ':Standards and Al Training and Al Committee Consultation
Compliance Assessment Awareness
Al Third-party Vendor Al Deployment & Continuous Al
Assessment Procurement Strategy Model Monitoring
Al Policy, Procedure & Al Program

Al Lifecycle Governance Control Development Managed Services

S Kroll Risk Intelligence .......................

Frontline intelligence from thousands of IR, regulatory response,
financial crime, and M&A due diligence engagements a year

N 7
Integrated Al Risk Comprehensive Al
Management portfolio Governance & Compliance
Our Al risk management Expertly tailored governance Risk-based program and
solutions don’t stop at program design to align model monitoring to increase
governance—we assist in Al policy, process, and systems Al resilience, automate risk
strategy development, model to a risk-based Al strategy - scoring, and create an
validation, and technical allowing Kroll's clients to environment for adaptive
assessments, allowing Kroll execute Al strategy in a governance - ensuring
to partner with you through compliant and efficient way alignment with business
every step of your Al journey objectives for more consistent,

efficient outcomes
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Case Study

The Challenge

The client had multiple Al deployments in two highly regulated business lines but had an incomplete and unstructured
view of enterprise Al models, use-cases, and risk. They wanted a centralized, automated program to help inventory
their use cases, quantify their risk against applicable regulations, and provide repeatable pre-deployment assessments
and post-deployment monitoring to ensure continued compliance and efficient Al strategy

The Solution

O Inventoried all Al models and use cases for strategic alignment and efficiency, including generative Al

O Assessed models and governance programs against laws, regulations, and industry best practices

O Established an intake process for inventory, risk mitigation, documentation, and generative Al risk assessments

O Created proactive view of developing laws, regulations, and standards to ensure continued program maturity

Key Results/Outcomes
O Comprehensive Al inventory aligned to enterprise Al strategy
O Complete visibility of Al risk and mitigations

O Simplified and efficient Al assessment, training for employees, and monitoring resulting in increased trust and
adoption
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WANT TO LEARN MORE ABOUT HOW IT WORKS OR PRICING? CONTACT THE FOLLOWING:

North America UK Hong Kong Additional hotlines at:

T. 877 300 6816 T:808 101 2168 T: 800908 015 kroll.com/hotlines
Singapore Australia Brazil Or via email:

T: 800 101 3633 T: 1800 870 399 T: 0800 761 2318 CyberResponse@kroll.com
About Kroll

As the leading independent provider of financial and risk advisory solutions, Kroll leverages our unique insights, data and technology to help clients stay ahead of complex
demands. Kroll's global team continues the firm’s nearly 100-year history of trusted expertise spanning risk, governance, transactions and valuation. Our advanced solutions
and intelligence provide clients the foresight they need to create an enduring competitive advantage. At Kroll, our values define who we are and how we partner with clients
and communities. Learn more at Kroll.com.

M&A advisory, capital raising and secondary market advisory services in the United States are provided by Kroll Securities, LLC (member FINRA/SIPC). M&A advisory,
capital raising and secondary market advisory services in the United Kingdom are provided by Kroll Securities Ltd., which is authorized and regulated by the Financial
Conduct Authority (FCA). Valuation Advisory Services in India are provided by Kroll Advisory Private Limited (formerly, Duff & Phelps India Private Limited), under
a category 1 merchant banker license issued by the Securities and Exchange Board of India.
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