KRYOLL

Cyber and Data Resilience

Simplifying the complexity of mitigating
cyber and data risks with elite experts,
sustainable processes, and frontline
risk intelligence

—




Simplifying the Comp

lexity of

Cyber and Data Resilience

The Challenge of Navigating Persistent,
Complex Conditions

As organizations navigate recurring and fluctuating risks to
their cybersecurity posture and critical data, such as persistent
cyberattacks, evolving compliance requirements, complex supply
chains and emerging technology vulnerabilities, there needs to be
sustainable processes in place to continuously anticipate,
withstand, and recover from these adverse conditions.

Kroll is your go-to partner for simplifying
the complexity of cyber and data resilience

We provide reactive, advisory, transformation and managed
security services to support clients at every stage of their
resilience maturity.

Our services leverage frontline risk intelligence from thousands of
incident response, regulatory response, financial crime and M&A
due diligence engagements per year to anticipate the most likely
risks to your business and reduce your unique threat profile.

We combine this with over 650+ experts with background
experience in law enforcement, industry and regulatory agencies
to help you establish efficient, sustainable solutions to complex
and persistent cyber and data resilience issues.
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Incident Response
and Recovery

Security Assessments
and Advisory

Our Credentials

World’s largest IR provider with
1000+ IR cases a year

Highly rated by industry analysts in IR,
MDR, Security Consulting and GRC
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Cloud and
Application Security

Data Discovery
and Management

Penetration Testing
and Red Teaming

Technology Implementation
(IAM, Threat and Vulnerability

Management, OT Security etc.)

Expert Witness and Al Risk Management

Security Program
Development

Litigation Advisory
Cyber Due Business Continuity and
Diligence Disaster Recovery Planning

Identity Threat and
Breach Notification

Regulatory Compliance
Assessments

Financial Crime Compliance
and Investigations

Cyber Security
Training

Kroll Risk Intelligence

Frontline intelligence from thousands of IR, regulatory response,

financial crime, and M&A due diligence engagements a year
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3 Core Tenets of our Delivery Driven by Unrivaled Risk Intelligence

1. Consulted by the real strategic and technical experts

Our experts lead the engagements, bringing their own experiences as CISOs,
Regulators, Federal Intelligence Agents, SANS instructors and Ethical Hackers

Guidance to guide you throughout your journey towards cyber and data resilience

from Frontline
Experts

................................................................

Kroll Risk
Intelligence
Unique exposure
to 1000s of acute
events each

year from our
engagements

2. Implementing sustainable controls and programs to adapt
to future risks

Future-Proof
Transformation

With our fingers on the pulse of new digital trends, we have the experience and
skillsets to implement, configure and operate scalable solutions and programs
from Identity and Access Management and Threat Detection to Vulnerability
Management and OT Security in line with best practices and your unique
threat landscape

Complete
Resilience

3. Complete resilience across the incident lifecycle

Incidents can stem from endless sources and carry long tails. As one of the world’s
largest IR providers, we offer our clients a flexible ‘Cyber Risk Retainer’ with credits
that can be used across our entire portfolio to prepare for, detect, respond to and
recover from cyber and data-related incidents — going beyond containment and
forensics to include recovery, litigation support, eDiscovery, crisis communications,
breach notification, cyber advisory, tech and process implementation and more
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Lacking actionable
intelligence to inform
security strategy and

Need to redesign, improve
or implement new controls
and programs to optimize

Expanding attack surface
brings new vulnerabilities
and compliance challenges

Need support to prepare
for, detect, respond to
and recover from cyber

prioritization cyber risk posture incidents
@ccooccossssscccssssssssccsssssssscccsssssss How We Can Help ...........................................
Whether understanding We can design and Our combined expertise, As one of the largest

your threat profile,
complying with a
regulation, or
understanding the risk of a
merger, we can help you
anticipate the most likely
security challenges and
threats to your business
using our intelligence from
thousands of incident
response, regulatory
response and M&A due
diligence engagements
ayear

implement scalable
controls and evergreen
programs to meet your
unique resilience goals,
rather than overinvesting
in duplicate solutions,
from Identity and Access
Management and Cloud
and Infrastructure
Security to Threat and
Vulnerability Management
and OT Security

from our dedicated threat
intelligence, compliance
and data privacy teams to
our offensive security and
Al risk management
teams, enables us to be
agile to alert you of new
and emerging risks and
help you to immediately
implement remediation
activities

Incident Response
providers with integrated
expertise across Threat
Detection, DFIR,
eDiscovery, Litigation,
Crisis Management and
Regulatory Compliance,
Kroll is uniquely equipped
to boost preparedness
and minimize the wider
impact throughout the
entire incident lifecycle



Client Stories

Canadian Bank - Building scalable penetration testing solutions

THE CHALLENGE

e Needed to improve and scale
its application security testing
process across the enterprise

e Hundreds of apps proliferated
without a single owner to define
security standards and processes
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Eg THE SOLUTION

e Developed a framework for
intake, assessment, and
recommendations for

' each application

e Conducted penetration testing
of web, API, mobile,
infrastructure, cloud, ATMs,
network devices and containers

Identified ~500 vulnerabilities
across all applications for this
client with 250 net new findings

Executed over 90+ penetration
tests in the year, including
flagship financial applications

Global Software Company — Unmasking Insider Threat During a Cyber Incident
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e Company received an email
from an anonymous source
stating they had two weeks to
pay a ransom of one million
euros in bitcoin threatening to
release client data if his demand
wasn't met.

e The data included employee
information, banking
information and source code

for some of the firm’s
intellectual property.
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Eg THE SOLUTION

e Deployed EDR and forensic
tools to detect early on that
an external cybercriminal
infiltration from a former
employee was the source

' of the threat.

e Having isolated the information,
we conducted a dark web
investigation confirming
no sensitive data had
been leaked

~

Provided findings to the client’s
attorneys, who initiated a
criminal complaint with the
local jurisdiction police.

The evidence was so
overwhelming that when the
police presented it to a former
employee, he immediately
admitted his guilt




Global Team - Local Expertise

Europe, Middle East
and Africa

200+

London, UK
Notification Hub +
Forensic Lab

e Munich, GER
Forensic Lab

Dubai
Forensic Lab ’

North America

350+

Nashville, TN
Notification Hub

e Secaucus, NJ
Forensic Lab

Latin &
South America

15+

e Sao Paulo, Brazil
Forensic Lab

e Toronto, ON
Forensic Lab +
Notification Hub

Cyber Language Capabilities

South Pacific

85+

Melbourne l
Notification Hub

Hong Kong
Forensic Lab
Singapore
Forensic Lab

Armenian Marathi German Tamil
Belarusian Norwegian Gujarati Telugu
Bengalim Portuguese Japanese Thai
Cantonese Russian Kannada Urdu
Czech Spanish Korean Yoruba
Hakka Dutch Malay

Italian English Mandarin

Indonesian French Tagalog (Filipino)
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@ GLOBAL CYBER AND DATA RESILIENCE EXPERTISE INDUSTRY RECOGNITION

Many of our cyber professionals e Central Intelligence Agency (CIA)

bring years of unique experience o Federal Bureau of Investigation (FBI) (’ ’

from their former service with
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e Interpol Q| ¥
large enterprises as well o o CREST | = o soc
e Securities & Exchange Commission
as law enforcement and CREST-accredited for
. (SEC) . .
regulatory agencies: Penetratlon. Testing, SOC,
e U.K. Intelligence and Policing and IR services

e U.S. Department of Homeland
Security (DHS)

» Security @
Standards Council

-O)- DID YOU KNOW... Kroll is certified as a Global PCI

- Forensic Investigator (PFl) company

Kroll works on ... Kroll works with over...

®
1 O O O n - Gartner
68% 93% ARV

Forensics and Incident Response
Retainer Services and Managed

Cyber events per year for clients Detection and Response.
ranging from Fortune 100 to of the of the
medium-sized businesses. Fortune 100 AM Law 100

=IDC

Kroll named a Global Leader in
Incident Response Readiness

Kroll has a dedicated insurance team for insurance and legal channels, with extensive
relationships with 85+ cyber insurance carriers and exclusive benefits to insureds.

Gartner, Market Guide for Digital Forensics and Incident Response Retainer Services, 19 June 2024

Gartner, Market Guide for Managed Detection and Response, 24 June 2024

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors
with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be
construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability
or fitness for a particular purpose.

o GARTNER s a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is used herein with permission.

All rights reserved.

TALK TO A KROLL EXPERT TODAY

North America UK Hong Kong Additional hotlines at:

T.: 877 300 6816 T.808 101 2168 T. 800908 015 kroll.com/hotlines
Singapore Australia Brazil Or via email:

T: 800 101 3633 T: 1800870 399 T: 0800 761 2318 CyberResponse@kroll.com
About Kroll

Astheleadingindependentprovideroffinancialandriskadvisorysolutions,Krollleveragesouruniqueinsights,dataandtechnologytohelpclientsstayahead of complexdemands.
Kroll’'sglobalteamcontinuesthefirm’'snearly 100-yearhistoryoftrusted expertise spanningrisk,governance, transactionsandvaluation. Ouradvancedsolutionsandintelligence
provide clients the foresight they need to create an enduring competitive advantage. At Kroll, our values define who we are and how we partner with clients and communities.
Learn more at Kroll.com.

M&A advisory, capital raising and secondary market advisory services in the United States are provided by Kroll Securities, LLC (member FINRA/SIPC). M&A advisory,
capital raising and secondary market advisory services in the United Kingdom are provided by Kroll Securities Ltd., which is authorized and regulated by the Financial
Conduct Authority (FCA). Valuation Advisory Services in India are provided by Kroll Advisory Private Limited (formerly, Duff & Phelps India Private Limited), under
a category 1 merchant banker license issued by the Securities and Exchange Board of India.
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https://www.kroll.com/en

